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Uvod: COVID-19 brojevi

3/2020 phishing 600%

4/2020 Google: blokiravao 18 000 000 malware/phishing covid-related emaila dnevno
3/2020 NordVPN: globalna upotreba njihovih VPN tehnologija pove¢ana 165%

3/2020 Nizozemska: porast broja poslovnih VPN korisnika 240%

03-04/2020 broj brute-force napada pove¢an 400%

03/2020 vjerojatnost da korisnik klikne na phishing link i unese svoje login podatke
3 puta su vece nego prije COVID-19

03/2020 Broj upita za izraz “how to remove a virus” povecan je na traZilicama za 42%

03/2020 porast broj RDP portova otvorenih prema Internetu +1500000 od 01/2020



o Q What devices are you using
for working remotely during
this period?

56% Use Their Personal

Laptop or Computer for
Working Remotely

FPERSONAL COMPANY FERSONAL COMPANY

COMPUTER PROVIDED MOEBILE PROVIDED
OR LAPTOP LAPTOP PHONE MOBILE
PHOMNE



Uvod: COVID-19 brojevi

47% zaposlenika pali su na phishing prijevaru radi distrakcija kod kuce

Rast broja ransomware-a za 72% - 105%

IBM: vise od 80% ispitanika rijetko je ili nikada nije radilo od kuée prije pandemije
Rad od kuée povecéao je prosjeéni data breach trogak za $137 000

Broj nesigurnih RDP racunala poveéan vise od 40%
° Povecanje broja brute force napada na MS RDP

500 000 zoom korisni¢kih ra¢una je kompromitirano i prodavano na dark web forumu
> Cijena racuna od $0.0020 ... == 0.013 HRK

Porast od 2000% malicioznih datoteka koje sadrze string “zoom”

Microsoft cloud servisi: 300 miIijuna pokusaja laznih logina SVa ki dan



ome Office: teorija




Home Office: stvarnost




Remote: generalni problemi

Rasuti IT sustavi, nedostatak centralne sigurnosti

Tehnicka nepripremljenost kucnih ureda

Username : admin

Nepostojanje sigurnosnih politika

A S

Ranjivosti ku€éne mreze i uredaja

privatno racunalo (admin) == dijeljeno racunalo == poslovno racunalo
Needuciranost iz podrugja kiberneticke sigurnosti

Distrakcije

Umanjeni psiholoski obrambeni mehanizmi



Remote: UBA?Y

User Behavior Analytics be like:







Ljudske ranjivosti u COVID doba

povecana razina Stresa
anksioznost, panika
distrakcije

vremenska ograniéenja
potreba za informacijama

osobne promjene, zdravstvene poteskoce, poslovni pritisci

Ovisnosti (kockanije, igrice, pornografija, ...)

masovni traumaticni dogadaji na svjetskoj razini




Socijalni inzinjering

Principi utjecaja
(Robert B. Cialdini)

Uzajamnost

Obveza i dosljednost
Socijalna potvrda
Svidanje

Autoritet

Oskudica



Socijalni inzinjering

komunikacijski modeli

Direct Direct Outgoing
. .. Results-Oriented Enthusiastic
Neverbalna komunikacija Firm - Optimistic
Strong-Willed High-Spirited
ofe . Forceful Lively
profiliranje :
v. . . T |} e
laziranje identiteta a 0
S _ P
OSINT (open source intelligence) K - 1
Supporter
. . . Analytical Even-Tempered
stvaranje umjetnog konteksta (pretexting) Resecved Accomodating
Precise Patient
. .o Private Humble
ManlpUIaC”a Systematic Indirect Tactful

° amigdala, procesiranje informacija, utjecaj emocija
° oxytocin, dopamin



Phishing
In Stock

Naglasak na proizvodima visoke potraznje ooy
o jeftine maske, cjepiva, testovi, dezinficijensi |

Impersoniranje javn ih autoriteta i organizacija

Koristenje ukradenih lozinki starih accountova

o Sextorsion

Hi, | know one of your passwords is: -

Your computer was infected with my private malware, your browser wasn't updated / patched, in such
case it's enough to just visit some website where my iframe is placed to get automatically infected, if

you want to find out more - Google: "Drive-by exploit”.
My malware gave me full access to all your accounts (see password above), full control over your

computer and it also was possible to spy on you over your webcam.

| collected all your private data and | RECORDED YOU (through your webcam) SATISFYING
YOURSELF!

After that | removed my malware to not leave any traces and this email(s) was sent from some hacked
server.



Phishing

Pogodni faktori za oportunisticke napadace:
prirodne nepogode, krize ili znacajni javni dogadaji

o

2005 (uragan Katrina): tisuée laZznih web sajtova za humanitarne donacije;
email prijevare traze osobne podatke za isplate subvencija, ...

o

2016 (potresi u Japanu i Ekvadoru)

o

2017 (uragan Harvey) 5B S

NE HARVEY TIME-LAPSE

o

2020 (pozari u Australiji)
2020 (COVID-19)

o




Phishing: samo za “naivne”?

SSO

https://youtu.be/ngqlgnvYC144

N

Login with Facebook to access
the article

We will nover post to your page or share your omall
address with anyo no

£ Sign in with Facebook



https://youtu.be/nq1gnvYC144

Scraping

coee
0
oe

racg\‘)‘irs‘:"scraping for new coronavirus themed articles

' ivit
Increased bot scraping activity







How Secure Is Skype and Other
Video Conferencing Tools?

Think your video conferencing software is secure? Here's how Skype, Zoom, Webex, and others
!

have been hit by vulnerabilities. TP i
ave been hit Dy vuinerabiiiies Vulnerabilities in Conferencing Tools:

P meAneuis wrnne Mo~k Ado about Something or
f A Discussion of Videoconferencing Security Vulnerabilities 4=

Technical Services Reference

\ Abstract mg to family members who live far

o This refererjce ‘discusses the reasons whx a.n organization should use encggti‘on to grf)t?ct their : ' of the eoftware 11ced for
Video Conterencing Vulnerabilities

7 While software has become extremely popular, business owners should be aware of the dangers and
develop best practices for security

L .. .
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NSA vodic za odabir sigurnih
konferencijskih i kolaboracijskih alata

Da li servis implementira E2E enkripciju?

Da li E2E enkripcija koristi snazne, poznate, i testabilne enkripcijske primitive/standarde?
Da li postoji podrska za MIFA?

Da li korisnici mogu vidjeti i kontrolirati tko se spaja na sesije?

Da li proizvodac alata dijeli podatke sa treé¢im strankama ili partnerima?

Imaju li korisnici moguénost sigurnog brisanja podataka iz servisa i repozitorija po potrebi
(i sa klijentske i posluziteljske strane)?

Je li izvorni kod alata javno dostupan (Open source)?

Je li servis FedRAMP-approvan za sluzbeno koristenje od strane vlade US?



2 ) = ﬁ"' '::':I o —
= c =c 2 T T =
] S Qg = ] e a
Service I E BE = "—E"’ g = c 5 g %
= = I 2 1 & W T I 3 @
(TR (1T} o L - ) M (m] [ ] w
Cizco Webex® a,b,c,de | Y Y ¥z Y Client—Y N FedRAMP
Server — N°
Dust a Y | N® N N Client - Y M Mone
Server—Y
Google a,b,cd N Y ¥ Y Client-Y N FedRAMP
G Sujte™ Server — Y2
GoToMeeting® a,b,c Yty N Y Client - Y N None
Server — N*
Mattermost™ a, b, ce Y Y ¥ N Client-Y Y FedRAMP
Server—N
Microsofi a,c,d, e N Iy Y Y Client — Y N FedRAMP
Teams® Server — Y!
Signal® a, b, d Y Y Y Y Client—-Y Y None
Server—Y
Skype for a,c,d,e Y4 | ye Y N Client-Y N Mone
Business™ Server — N*
Slack® a,c,d,e N Y Y N? Client— N N FedRAMP
Server—N
SMS Text a,d N : N N N Client - Y M Mone
Server—N
WhatsApp® a,c,d Y Y Y Y Client-Y N None
Server—Y
Wickr® a,c,de |Y Iy Y Y Client—Y Y None
Server—Y
14 iont —
Zoom® a,b, c, e Y Y N Y Client - Y M FedRAMP

Server — N3

Legend: ¥ =Yes, N = No; {a) text chat, (b) woice conferencing, (c) video conferencing, (d) file sharing, () screen sharing.







Virtualne privatne mreze

Osobni (personal) VPN
° Pristup geo-restricted servisima

° Sigurnosni sloj za nesigurne (wifi) mreze S
o “Zasljepljivanje” ISPova Hacker

ISP Government -

Corporate
= | ©
Poslovni (business, corporate) VPN /

> Pristup resursima organizacije —. """""""" N ._ ©Q"
o IskljuCivo za poslovnu upotrebu - VPN -

You Internet

Background check VPN servisa
° Provjeriti ‘neutralna’ recenzijska web mjesta (CNET? Wirecutter?)
° Provjeriti neutralne grupe, forume (reddit)



o | =
Information
OPG
Q I Problem Multiple vulnerabilities were discovered and have been resolved in Pulse Connect Secure (PCS) and Pulse Policy Secure (PPS). This includes
N =iflauthentication by-pass vulnerability that can allow an unauthenticated user to perform a remote arbitrary file access on the Pulse Connect
=Sl e CEE This advisory also includes a remote code execution vulnerability that can allow an authenticated administrator to perform

remote code execution on Pulse Connect Secure and Pulse Policy Secure gateways. Many of these vulnerabilities have a critical CVSS score
and pose significant risk to your deployment. We strongly recommend to upgrade to the corresponding_version with the fix as soon as possible.

2

Product Affected Pulse Connect Secure, Pulse Policy Secure

CVE have been requested and will be updated in the future.

Pulse Connect Secure

Zero Trust Secure Access from Any Device to Apps &
Services in the Cloud and Data Center

DATASHEET




SSLVPN vs [PSEC VPN

r ™ A
SSL VPN: IPSEC VPN:
o Layer ~6 OSI (TLS) ° Layer 3 OSI
o Jednostavniji za koristenje; > Robustan, dokazan, testiran
jednostavniji client management > Potreban konfigurirani klijent
> Dostupan bez posebnog klijenta (web portal) > Logije kretanje kroz firewallove
> Moguce koristiti samo web-based aplikacije > Nakon logiranja, korisnik je punopravni ¢lan

out-of-the-box

° Tuneliranje na odredene aplikacije
(ne mora biti network-wide pristup)

> Veca podloznost malware napadima
(otvoreni TLS port)

mreze (manje restrikcije)

> Network user permissions za restrikcije
/ visestruke konekcije

> Bolje kretanje kroz firewallove (443)

> Bolja integracija za cloud-based organizacije
N J Y




R
/—\S/
Kri T
VPN Kkripto ’e
Na trziStu jos uvijek zastarjeli kripto algoritmi poput /\

DES, 3DES, SHA-1 ili RSA sa malim klju¢evima gt ane b

\li vlastito razvijena ultra-mega-ninja-bomba kripto rjeSenja, koja se ne mogu testirati

Kripto algoritmi koji dolaze u obzir:
o Simetri¢na enkripcija: AES, Twofish, Camellia, ..
- Razmjena/generiranje klju¢eva: ECDH, RSA 2048, RSA 4096
> Hash: SHA256(+), SHA-3

o Perfect Forward Secrecy (ECDHE)

NOTE: | jaki kripto algoritmi mogu se upropastiti loSom implementacijom
° npr. generatori slucajnih brojeva



VPN protokoli

PPTP (Point-to-Point Tunneling Protocol): 90te, brz, zastario, nesiguran

L2TP/IPSec (Layer Two Tunneling Protocol): star, ne nudi enkripciju out-of-the-box
(potrebno upariti sa kripto protokolom - IPSec)

IKEv2/IPSec (Internet Key Exchange 2): obi¢no koriéten uz IPSec, noviji, razvijen od Cisco i
Microsoft, Cesto koristen u mobilnoj komunikaciji
> Snowden procurio info kojim se indicira da je NSA uspjela probiti/oslabjeti enkripciju

SSTP (Secure Socket Tunneling Protocol): koristi SSL/TLS, autor Microsoft, siguran,
dobar za Win korisnike, nije transparentan

OpenVPN: dobra reputacija, siguran, open source, ali ve¢ pomalo star i kilav

Wireguard: novi, open source, GPLv2, bolje performance od IPsec i OpenVPN, UDP only
o Linus Torvalds: "work of art"




Besplatni VPN?

"If you don't pay for the product, then you are the product.”




Betternet is a VPN for Windows, Mac, i0OS
and Android

App ID Class Rating # Installs AV-rank

OkVpn [35] Prem. 4.2 1K 24
EasyVpn [15] Prem. 4.0 50K 22
SuperVPN [52] 39 10K 13
Betternet [19] 4.3 M 13
CrossVpn [7] 4.2 100K 11
Archie VPN [4] 4.3 10K 10
HatVPN [22] 4.0 5K 10
sFly Network Booster (48] . 43 1K §
One Click VPN [36] 4.3 M [ 6]
10 Fast Secure Payment [17] Prem. 4.1 5K 5

Table 5: VPN Apps with a VirusTotal AV-rank > 3.

#
1
2
3
4
5
6
7
8
9




Besplatni VPN: “privathost”

VPN Apps Free
# Trackers Premium Free All non-VPN Apps
0 65% 28% 33% 19%
1 13% 10% P T
2 10% 10% ° 72% ima trackere?
3 12% 25% 13% 23%
4 2% 8% 4% 16%
25 5% 18% 8% 17%

Table 4: Distribution of third party trackers embedded in

VPN apps.



“We sometimes use advertisements to support our service, which
may use technology such as cookies and web beacons. Our
advertising partners use of cookies enable them and their partners

to serve ads based on your usage data.”




Napadi na VPN servere

e Palo Alto Network Security Advisory PAN-SA-2019-0020, in relation to CVE-2019-1579

e FortiGuard Security Advisories FG-IR-18-389, in relation to CVE-2018-13382; FG-IR-18-388 in
relation to CVE-2018-13383; FG-IR-18-384, in relation to CVE-2018-13379

e Pulse Secure Security Advisory SA44101, in relation to CVE-2019-11510, CVE-2019-11508,
CVE-2019-11540, CVE-2019-11543, CVE-2019-11541, CVE-2019-11542, CVE-2019-11539, CVE-
2019-11538, CVE-2019-11509, https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-
11507CVE-2019-11507

e Citrix Security Advisory CTX267027, in relation to CVE-2019-19781



VPN DDoS

Izgaranje resursa; rusenje VPN servera
VPN server == gateway od remote zaposlenika prema poduzecu
Cutoff regularnih zaposlenika, ali i IT osoblja

Report o iscrpljivanju resursa sa samo 1 Mbps na VPN ili firewallu
o Kombinacija TCP paketa sa SYN, ACK i URG flagovima

SSL-based VPNovi ranjivi na SSL flood
Ranjivost na UDP flood



VPN preporuke za autentikaciju
(in a nutshell)

1. MFA
2. Certifikati



Multi-Factor Authentication (MFA)

r
I\/I FA POSSESION KNOWLEDGE BEING
l 4
Something Somethmg Something
you have. you know. you are.
. J

Microsoft: “enabling a MFA solution for online accounts usually blocks 99.9% of all account
takeover (ATO) attacks, even if the attacker has valid credentials for the victim's account.”

Google: "Our research shows that simply adding a recovery phone number to your Google
Account can block up to 100% of automated bots, 99% of bulk phishing attacks, and 66%
of targeted attacks that occurred during our investigation”(...)



LA
“~—  Kuéni LAN/WiFi

Gateway: default username/password

Firmware upgrade?

Network Firewall? IDS/IPS?
WPS ranjivosti

Remote management

Ranjivi loT uredaji oW RGB e

. ‘?\ amazon = cxa
Losa Internet veza o 4

¥ W

LoSa strujna mreza &
Ranjiva privatna racunala i rootani uredaji @ “
Nekontrolirano spajanje xy uredaja h
WEP??



Kucni LAN/WiFi

Otprilike 5 od svakih 6 kuénih WIiFi rutera nije adekvatno aZurirano protiv poznatih
sigurnosnih ranjivosti (The American Consumer Institute Center for Citizen Research, ACl)

Klju€ni nalazi ACI studije o 186 WiFi rutera 14 razliCitih proizvodaca:

o 32003 poznatih sigurnosnih ranjivosti

°© 83% rutera ima ranjivosti za potencijalne napade

28% ranjivosti su u kategoriji “Visoko-rizicne i kriticne"

Najce$ce ranjivosti: "srednje rizicne", s prosje¢no 103 ranjivosti po ruteru

Nepostojanje user-friendly firmware update (“nepotrebni trosak”)

(¢]

o

(o]

o

Samostalni update: opasnost od skidanja zastarjelog koda ili malicioznog koda




Kucha mreza: provjera otvorenih portova

Resursi: routersecu rity.org/testroute r.ohp

Your equipment at IP:

151.252.254.185

Is now being queried:

grc.com/shieldsup

THE EQUIPMENT AT THE TARGET IP ADDRESS
DID NOT RESPOND TO OUR UPnP PROBES!

(That's good news!)


https://routersecurity.org/testrouter.php

Port Scanning Results

ipvoid.com/port-scan

Port
I 21
Enter IPv4 or IPv6 address to scan: 22
151.252.254.185 23
25
@ Scan all common ports
O Scan a custom port >3
80 80
110

| agree to the terms of use
111

EE:! 135

reCAPTCHA

Privacy - Terms

\/ I'm not a robot

139

143
o ) .

Type

TCP

TCP

TCP

TCP

TCP

TCP

TCP

FCP

TCP

TCP

TCP

Status

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

O Filtered

Service

ftp

ssh

telnet

smtp

domain

http

pop3

rpcbind

mSsrpc

netbios-ssn

imap



3/6/9PCS

{optional)

o

FBI: 10T uredaji na ku¢noj mrezi

Plastic WebCam Cover

—> |zolirati 0T uredaje na zasebnu WiFi mreZu

o Micro-segmentation: VLAN-ovi (firmware rutera)

Security Holes Opened Back

e TP
Fizicka segmentacija: 2+ rutera Door To TCL Android Smart

TVs

- Paziti na zahtjeve za privilegije od strane mobilnih appova
- Paziti na higijenu passworda, azuriranje firmwarea, ..

— Sakriti kamere na smart TV-ovima

FBI Portland
Beth Anne Steele

(503) 460-8099

Millions of Android smart television sets

from the Chinese vendor ICL Technology

Group Corporation contained gaping
November 26, 2019

software security holes that researchers

say could have allowed remote attackers

Oregon FBI Tech Tuesday: Securing Smart TVS .. ot deviees seat s o




Firewall

ISP Modem/ Firewall

Router

Firewall

™~

O

Phone ',."_“ , WiFi Y =
- ! I _ - Smoke / CO
Tablet Laptop Desktop 5 (! @ m Detector

Smart Bulb Smart TV  Smart Lock Console

General Internet of Things



Kamere u kuénom uredu?

https://www.shodan.io/search?query=reolink

¥ Exploits % Maps

New Service: Keep track of what you have connected to the internet. Check out S

316
Ces13a137482 )

VELUUNITRE HTTP/1,1 282 K
Vodafone DSL. Gate: Thu, 29 Oct 2028 18:83:54 CMT
—".‘;‘.:::‘ - W9 Germany, Bad Sramsied: Cantent-Type: text/himl
2 I Cantent-Length: 57829
Last-Modifled: Sun, 25 Oct 2820 81:81
Connection: keep-alive
P Efag: "5f94cedf-a21dc”
: X-Frame-Opticns: SAMEORIGIN
United States L X-XS$-Protection: 1; mode=block
Germany 85 X-Content-Type-Options: nosniff
France 27 Accept-
Switzeriand %
Italy 18
37.195.83.17 2
SERVICE HTTP/1.1 288 OK
8081 100 Novotelecom 14! Server: ngine/1.6.2
8083 51 s Rissia, Novoulbinsk Date: Thu, 23 Oct 2028 14:28:00 GNT

NAS Web interfaces Content-Type: text/htmi


https://www.shodan.io/search?query=reolink

A Not secure {

Stream Type @ Clear @ Fluent @ Balanced

Login




Pristup kamerama

Jevice Setlings

1. IP pristup
o Forward portova na ruteru

Device Settings  Advanced Network

Media Port [ 9000 | 2. UID pristup

HTTP Port [20 | > Nema odredenih portova (random UDP)
e [443 | ° Nema forwardiranja

RTSP Port | 554 |

RTMP Port 1935 |

Omif Port | 2000 |




Pracenje prometa sumnjivih uredaja

*wlan0 @ e O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Al @ BFERE Q«» IwesZ = aaqai
|I|Applya display filter ... <Ctrl-/> = 'l Expression.. +
No. Time Source Destination Protocol Length Info =
i 1610 31.164069105 192.168.1.46 34.210.243.152 TCP 66 41998 — 443 [ACK] Seq=285 Ack=3076 Win=37888 Len=8 TSval=2799897..
| 1611 31.177745559 192.168.1.46 34.218.243.152 TLSwv1.2 192 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Mes..
| 1612 31.177941613 192.168.1.46 93.184.220.29 0CSP 497 Request
| 1613 31.188787858 93.184.220.29 192.168.1.46 0CSP 854 Response
| 1614 31.188839638 192.168.1.46 93.184.220.29 TCP 66 37394 — 88 [ACK] Seq=1294 Ack=2365 Win=340848 Len=0 TSval=1668222..
| 1615 31.192308921 192.168.1.46 34.210.243.152 TLSv1.2 658 Application Data
| 1616 31.226823286 54.69.184.117 192.168.1.46 TLSwv1.2 117 Change Cipher Spec, Encrypted Handshake Message
| 1617 31.227609134 34.210.243.152 192.168.1.46 TCP 66 443 — 42000 [ACK] Seq=1 Ack=285 Win=29952 Len=0 TSwal=3971229 TS..
| 1618 31.229079848 34.210.243.152 192.168.1.46 TLSv1.2 1494 Server Hello
| 1619 31.229096867 192.168.1.46 34.210.243.152 TCP 66 42000 — 443 [ACK] Seq=285 Ack=1429 Win=32128 Len=0 TSval=2799897..
| 1620 31.232398398 34.210.243.152 192.168.1.46 TLSv1.2 1494 Certificate [TCP segment of a reassembled PDU]
| 1621 31.232417441 192.168.1.46 34.210.243.152 TCP 66 42000 — 443 [ACK] Seq=285 Ack=2857 Win=350872 Len=8 TSval=2799897..
| 1622 31.232433382 34.210.243.152 192.168.1.46 TLSv1.2 285 Server Key Exchange, Server Hello Done
| 1623 31.232466654 192.168.1.46 34.210.243.152 TCP 66 42000 — 443 [ACK] Seq=285 Ack=3076 Win=37888 Len=08 TSval=2799897..
| 1624 31.235599608 192.168.1.46 34.218.243.152 TLSwv1.2 192 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Mes..
| 1625 31.270162312 192.168.1.46 54.69.184.117 TCP 66 50116 — 443 [ACK] Seq=769 Ack=3769 Win=37888 Len=08 TSval=7510652..
| 1626 31.320479443 54.69.184.117 192.168.1.46 TLSv1.2 1281 Application Data
| 1627 31.320542887 192.168.1.46 54.69.184.117 TCP 66 50116 — 443 [ACK] Seq=769 Ack=4984 Win=48832 Len=08 TSval=7510653..
| 1628 31.408833400 34.210.243.152 192.168.1.46 TLSwv1.2 117 Change Cipher Spec, Encrypted Handshake Message
| 1629 31.432462477 34.210.243.152 192.168.1.46 TLSv1.2 305 Application Data —
| 1630 31.432554216 192.168.1.46 34.210.243.152 TCP 66 41998 — 443 [ACK] Seq=923 Ack=3366 Win=48832 Len=0 TSval=2799897.. =
| 1631 31.456246982 34.210.243.152 192.168.1.46 TLSwv1.2 117 Change Cipher Spec, Encrypted Handshake Message
| 1632 31.498264203 192.168.1.46 34.210.243.152 TCP 66 42000 — 443 [ACK] Seq=331 Ack=3127 Win=37888 Len=8 TSval=2799897..
» Frame 1742: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface © =1
» Ethernet ITI, Src: AskeyCom_21:9b:65 (e8:d1:1b:21:9b:65), Dst: Cybertan_c8:18:e7 (78:45:61:c8:18:e7)
» Internet Protocol Version 4, Src: 172.217.168.174, Dst: 192.168.1.46
» Transmission Control Protocol, Src Port: 86, Dst Port: 35456, Sea: 706, Ack: 428, len: © b

78 45 61 c8 18 e7 e8 d1 1b 21 9b 65 08 00 45 0@
00 34 34 2f 00 00 39 06

36 37 ac d9 a8 ae cO a8

.1.e..E.




-

-~

FREE

Javni WiFi hotspotovi za remote? | @#)

Sidejacking (session hijacking) ‘A‘
Maliciozni captive portal A

Sigurnosne postavke na OS-u (file sharing, firewall, ...)
MitM, maliciozni hotspotovi ‘

Evil twin hotspotovi

Otvoreni, nekriptirani hotspotovi?

Hvatanje paketa, krada nekriptiranih kriticnih informacija

DNS Spoofing: lazirani DNS odgovori, redirekcije po volji napadaca

Shoulder Surfing



UK's National Cyber Security Centre
(NCSC)

-> Napisati pisane vodice i dokumente s uputama za koristenje softvera.

—> Paziti da uredaji ispravno kriptiraju podatke u stanju mirovanja, kako bi zastitili podatke na uredaju u slucaju
gubitka ili krade.

—> Koristiti mobile device management alate (MDM) za konfiguraciju, daljinsko zaklju¢avanje, brisanje podataka ili
preuzimanje sigurnosne kopije kod mobilnih uredaja.

N2

Provjeriti jesu li VPN-ovi aZurirani; imati na umu potencijalno potrebne dodatne licence, kapacitet ili bandwidth.

N2

Zaposlenici moraju znati $to u¢initi ako se njihov uredaj izgubi ili ukrade,
kome prijaviti, i osigurati da je process blame-free.

Onemoguditi prijenosne medije pomocu MDM postavki.
Koristiti antivirusne alate.

Dopustiti upotrebu samo onih proizvoda koje opskrbljuje organizacija.

NN N 2N 7

Kriptirati podatke na prijenosnim medijima.



European Cybersecurity Agency ENISA

- Osiguran WiFi

- U potpunosti azuriran antivirusni sustav

- AZurirani sigurnosni softver

- Sigurnosne kopije (backup)

— Lock screen u sluéaju rada u zajedni¢kom prostoru
— Sigurna konekcija na radno okruZenje

- Instalirani alati za enkripciju



European Cybersecurity Agency ENISA

Sto mogu udiniti poslodavci?

- PruZiti zaposlenicima upute o tome kako reagirati u slu¢aju problema
o kontakti, radno vrijeme sluzbi, hitne procedure

- Definirati jasne operativne procedure u slucaju sigurnosnog incidenta



Moderni SOC
nibridnog doba

Istrazivanje Exabeama nad 1000+ cybersecurity profesionalaca unutar SOC-ova:

° 34% prijavilo potesSkoce u istrazivanju sigurnosnih incidenata
> 30% identificiralo manjak vidljivosti u individualne mreze kao problem
° 47% prijavilo probleme sa novim alatima, ukljucujuci Saa$S aplikacije

- Implementirati arhitekture opremljene za rad u hibridnom okruzju,
gdje veliki dio zaposlenika radi na daljinu

Novo okruzenje ubrzati ¢e prelazak na cloud-based, SaaS SIEM-ove
o ugraden UBA
o data input: xyz cloud, lokalni podaci



Moderna sigurnosna strategija
hibridnog doba

Holisticki pogled na security strategiju: HR + |T

o Alati za psihometrijska testiranja i samosvjesnost

H R o Profiliranje timova

o |dentifikacija ranjivosti

o Koristenje rezutata HR istrazivanja
IT ° |zgradnja sigurnosnih protokola
° |zgradnja proaktivne sigurnosne strategije



Remote: zakljucne preporuke

Snazne lozinke/fraze: Koristenje VPNa
3ZelenaKuglofaUjela5Rukul!

MFA, barem 2FA
(izbjegavati mobilne MFA?) Mobile malware u porastu
(izbjegavati shady firmwareove)

Izbjegavati javne WiFi hotspotove

Backup (offsite)

Higijena rutera (gatewaya) Guest Network, VLAN ili
segmentacija networka za l1oT i sl.
Updateovi (security patcheovi)
UPS + baterija
Oprezno sa “free” softverom

_ .. i Provjeriti otvorene portove/ulazne vektore
Razdvojiti osobni i poslovni

hardver; . _ Antivirus (EPP) + EDR
lzdavati korporativne uredaje za
rad od kuce

Comodo open-sources its EDR solution

OpenEDR, announced In September, Is available on GitHub starting this week.



Hvala na pazniji!

Sigurnosni aspekti
rada od kuce

Doc.dr.sc. Igor Tomici¢

Fakultet organizacije i informatike Varazdin




